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This privacy notice is a summarised version of the NHS COVID-19 app: privacy notice
(https://www.gov.uk/government/publications/nhs-covid-19-app-privacy-information/nhs-covid-19-app-privacy-notice).

The NHS COVID-19 app

The NHS COVID-19 app (the app) helps support the fight against coronavirus. The app is provided by
the Department of Health and Social Care (the DHSC, or “us” in this document) and is available in
England and Wales.

By using the app, you will be making an important contribution to your community by helping to save
lives.

The app’s alerts now work across different countries: Gibraltar, Jersey, Northern Ireland and Scotland.

Your privacy

The app has been designed to respect and protect your privacy:

the government and other app users will never know who you are
you won’t need to give your name, age or address
your location cannot be tracked
you won’t be identified if you test positive for coronavirus
data held only in the app cannot be accessed by us

The app cannot:

be used to check if you should be isolating
use any other data on your phone (for example, your pictures or messages)

This privacy notice will tell you more about how the app protects your and other app users’ privacy.

What data is collected

The app needs to use data for its features to work. These features are:

any codes generated as part of digital contact tracing;
the information you provide when checking symptoms or ordering a test
the details of venues that you have checked into (this information is only stored on your phone, not
anywhere central).

The app automatically captures information that doesn’t identify you to make sure the app is working and
to help fight coronavirus. For example, if you have coronavirus symptoms and use the symptom checker
your app will summarise that interaction. This data is called the analytical data set.

This anonymous information helps to inform and improve:

the research and planning needed to respond to coronavirus
the safety and effectiveness of the app

https://www.gov.uk/government/publications/nhs-covid-19-app-privacy-information/nhs-covid-19-app-privacy-notice
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the accuracy of public health related advice, information and support

An IP address (a unique identifier for your phone when you use the internet) is automatically used to
pass information to us. We don’t use this IP address and delete it as soon as it arrives.

You can read more about what data is collected from your phone and how it is used
(https://www.gov.uk/government/publications/nhs-covid-19-app-privacy-information/nhs-covid-19-app-privacy-notice).

Your data choices

When you first install the app, you’ll be asked to:

turn on Bluetooth
allow notifications
enter the first part of your home postcode before the space (for example, E12) or your local authority

These are needed for the app to work, but you can change them at any time:

any data which could identify you is only ever stored on your phone
the app will never share this data with anyone else

If you choose to download and install the app, you can:

use parts of the app without sharing any data
remove or update any information you provide
delete and uninstall the app at any time      

It’s your choice if you want to share data about you or not. If you do decide to share the data, health
professionals will use it to learn more about the virus.

The app uses an automated process to offer advice. We recommend you show any app alerts to a
responsible adult. If you have concerns about the advice being offered, please contact NHS 111.

Applying for Test and Trace Support Payments

If you are contacted by NHS Test and Trace and told to self-isolate on or after 28 September 2020, you’re
under a legal obligation to do so.

Financial support may be available to you during any period of self-isolation. Read details of how to
apply for financial support (https://www.gov.uk/government/publications/test-and-trace-support-payment-scheme-
claiming-financial-support)

The NHS COVID-19 app allows for you to check if you are eligible for support payments. A button on the
homescreen will provide you with safe and secure access to the ‘Test and Trace Support Payment’
website (or the ‘Self-Isolation Support Scheme’ (SISS) Gateway portal, if you are in Wales). Here you can
enter your information to see financial support is available to you.

Please note:

the app only provides access to the support payment websites

https://www.gov.uk/government/publications/nhs-covid-19-app-privacy-information/nhs-covid-19-app-privacy-notice
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all applications for financial support are entirely private and confidential
those who apply for financial support will remain under the obligation to self-isolate even if found not
eligible for the payment

The app cannot:

identify you from this data
check whether you are self-isolating
monitor whether you are keeping to the conditions of payment

Digital contact tracing

Contact tracing is a process for identifying people at risk of disease. Healthcare workers have
traditionally used manual methods to undertake contact tracing by asking those infected to:

identify anyone that might have been in contact with the infected person
identify areas where the infection may be present (places they have visited)

Digital contact tracing is a new and effective method that uses smartphone technology to speed up the
process.

The NHS COVID-19 app works by using technology developed by Apple and Google. This technology is
known as the ‘Google Apple Exposure Notification system’ (GAEN). GAEN allows your phone to
generate and share anonymous IDs with other enabled phones.

You can turn off Exposure Notification within your phone’s settings at any time.

This data is stored only on your phone and cannot be accessed by anyone unless you choose to share it.
You will be asked if you want to share this anonymous data if you test positive for coronavirus.

You can read more about GAEN on the Apple (https://www.apple.com/covid19/contacttracing) or the Google
(https://www.google.com/covid19/exposurenotifications/) websites.

Learning about and improving digital contact tracing

When anonymous IDs are shared, both phones record:

how much time the phones were near to each other
how strong the Bluetooth signal was between them (indicating how far apart the phones were from
each other)
the risk score generated from these measurements

By updating your phone to the latest software from Apple and Google, if you test positive for COVID-19,
you can share data with the NHS to help:

discover how digital contract tracing is working,
improve how the technology and analysis works

This includes helping to:

https://www.apple.com/covid19/contacttracing
https://www.google.com/covid19/exposurenotifications/
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assess if the risk algorithm used is working
understand if the risk score (calculated from interactions) accurately reflects the risk of COVID-19
make sure the risk threshold is working as intended and set at an appropriate level
benefit public health by learning and improving the app and services performance and advice

Interoperability (apps from different countries being able to work together)

The Health Services in Gibraltar, Jersey, Northern Ireland, and Scotland provide digital contact tracing
apps that are based on the same Google Apple technology as this app.

We are ensuring these apps can share a small amount of data with each other, to help make contact
tracing more effective.

Already, if you test positive you can choose to alert the people you’ve been in contact with. Now you will
also be able to alert users of the Gibraltar, Jersey, Northern Ireland, and Scotland apps that you might
have been in contact with, as well as users of this app.

You can’t choose only to alert app users in England and Wales. But you can choose not to alert anyone
at all.

The purpose of making apps work together like this is to make contact tracing work more effectively. It is
particularly important for people who travel a lot between areas covered by two different apps – for
example, England and Scotland.

If you travel to Gibraltar, Jersey, Northern Ireland, or Scotland and come into contact with an infected
person, you will now be alerted. This will be particularly useful for people who live near a border, for
example the border between England and Scotland.

In future our app may also be able to work with other countries’ apps beyond the UK. Then you will have
this app’s contact tracing functions when you travel abroad as well as when you are at home in the UK.
That function isn’t in place yet.

No data that could identify you is shared with any other country. No data is collected anywhere centrally
about you. No data that could identify anyone else is shared with you.

How long information is held

Your phone will store app-related data for the following times:

test codes which link to a test result – 24 to 48 hours
daily codes used for contact tracing – 14 days
QR scans from venue check-ins – 21 days

These storage times have been agreed following scientific and medical advice. In the future, this may
increase or decrease as the advice changes.

Any information which is held by the Department for Health and Social Care (DHSC) will not contain any
personal data. These records will be retained for:

8 years, to ensure the organisation is held to account
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20 years, to help continue monitoring diseases (such as coronavirus)

This is governed by the Section 46 Code of Practice, Public Records Act, and the statutory duties of the
DHSC.

Read more information about the storage of your data (https://www.gov.uk/government/publications/nhs-covid-
19-app-privacy-information/nhs-covid-19-app-privacy-notice)

Security and compliance

The app does not collect or transfer any information which could identify you to anyone. This includes the
government, authorities, the NHS, people and organisations who have contributed to the development of
the app, or any other app user.

All necessary security measures, policies and procedures are in place to prevent:

anyone accessing or disclosing any data collected by the app
any loss or destruction of any data, either deliberate or accidental

This means the app is:

safe to use
secure and confidential
legally compliant

Read more about safety, security and compliance (https://www.gov.uk/government/publications/nhs-covid-19-
app-privacy-information/nhs-covid-19-app-privacy-notice).

Your rights

you can always choose to download and install the app
you can always choose to delete the app and your data at any stage
you can use the app to access the data it holds about you
you can exercise your rights with your data in the following methods:

Right of access and requests for information

You can access key information through the app:

access the ‘About this app’ screen
click ‘Your data’
click ‘Manage data’

Right to be forgotten

You can choose to delete the app and the data it contains. Data cannot be retrieved once the app is
deleted.
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Right to object

You can choose to delete the app, the data it contains or specific venues.

Automated individual decision-making including profiling

If you have concerns about the app’s recommendations to seek a test or self-isolate, please call 111 (or
0845 46 47 if you live in Wales but not in Hywel Dda, Powys, Aneurin Bevan and Swansea Bay -
including Bridgend)

Information about your rights and how to use them is available from the Information Commissioner’s
Office (https://ico.org.uk/your-data-matters/).

Contact our Data Protection Officer (DPO)

The Department for Health and Social Care (DHSC) is legally responsible for deciding how and why
your personal data is used. We are also responsible for making sure the data is safe and secure.

If you have any questions or are unhappy about how your information is being used in the app, please
contact the DHSC Data Protection Officer (DPO) at data_protection@dhsc.gov.uk.

Transparency

As part of our commitment to transparency, you can view the:

Data Protection Impact Assessment (DPIA) (https://www.gov.uk/government/publications/nhs-covid-19-
app-privacy-information/nhs-covid-19-app-data-protection-impact-assessment)
complete privacy notice for the app (https://www.gov.uk/government/publications/nhs-covid-19-app-privacy-
information/nhs-covid-19-app-privacy-notice)
Terms of Use (https://covid19.nhs.uk/our-policies.html)
accessibility statement (https://covid19.nhs.uk/accessibility.html)
source code (https://github.com/nhsx/covid-19-app-configuration-public)
our processing of special categories of personal data (https://www.gov.uk/government/publications/nhs-
covid-19-app-privacy-information/nhs-covid-19-app-our-processing-of-special-categories-of-personal-data)
privacy notices:

testing (https://contact-tracing.phe.gov.uk/help/privacy-notice)
PHE COVID-19 privacy information (https://www.gov.uk/government/publications/phe-privacy-
information/covid-19-privacy-information)
venue logs (https://www.gov.uk/guidance/maintaining-records-of-staff-customers-and-visitors-to-support-
nhs-test-and-trace)
easy read
(https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/93219
4/NHS_Test_And_Trace_App_Privacy_Notice_Easy_Read_Interoperability.pdf)

Read more about how we keep your data safe (https://www.gov.uk/government/publications/nhs-covid-19-app-
privacy-information/nhs-covid-19-app-privacy-notice).
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For more general information about coronavirus, please visit gov.uk/coronavirus.
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